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Abstract

Pakistan faces continued challenges in national security and counterterrorism as terrorism
continues to rise. To conduct effective national security and terrorist activities, the country must implement
cutting-edge technical approaches and solutions. Artificial intelligence (Al) has the potential to be a game
changer in intelligence collecting, predictive analytics, and threat prevention, just as it has in other fields.
As a result, this article examines predictive intelligence, which can be powered by artificial intelligence in
the country's anti-terrorism efforts. The study focuses on the potential role of artificial intelligence (Al) in
surveillance, data, cybersecurity, and terrorist threat prediction. First, it analyses the country’s efforts and
then it compares them with global practices for counterterrorism, especially the United States, China, and
Israel, highlighting the Al-associated risks. This analysis, findings, conclusion and recommendations
suggest that the country needs to maximise Al's effectiveness in counterterrorism and invest in its
infrastructure. The recommendations specifically suggest that public-private partnerships and the
development of suitable ethical frameworks are required for the deployment of any Al measure. Also, the
Al-driven collaborations are required to be developed with various intelligence agencies of the region and
globally to boost security measures. These are the only possibilities with which the country can reshape
counterterrorism efforts with the help of Al.

Keywords: Artificial Intelligence, Al, predictive intelligence, Pakistan, terrorism, predictive modelling,
cyber security, surveillance, data analytics, etc.

Introduction

Traditional counterterrorism strategies, which are primarily reliant on human intelligence
(HUMINT) and signals intelligence (SIGINT), have always faced certain limitations in addressing
dynamic threats effectively. Terrorist organisations have adopted sophisticated methods because
of the rapid advancement of technology, including encrypted communications and cyber warfare
tactics, which often outpace conventional intelligence approaches (Zia, 2021). This technological
evolution necessitates the integration of advanced tools to enhance predictive capabilities and
preempt potential attacks. Yet for security efforts, Al has emerged as a pivotal asset for
counterterrorism, enabling them to carry out predictive intelligence, big data analytics, and natural
language processing (NLP forthwith) to analyse extensive datasets, identify patterns, and forecast
potential terrorist activities. Al processes information from social media, financial transactions,
and communication networks, and this enhances the ability of security agencies to proactively
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detect and disrupt threats. Surveillance carried out with the help of Al systems can help to analyse
real-time data for the identification of suspicious behaviours, and security forces can pinpoint
potential hotspots for terrorist activities with the help of predictive modelling (Wasil et al., 2024;
Clarke & Knake, 2019).

Pakistan has long been stuck in the war against terrorism, facing threats from several
extremist groups such as the Tehreek-e-Taliban Pakistan (TTP forthwith) and the Baloch
Liberation Army (BLA). 2024 was the year when Pakistan witnessed significantly escalated
terrorist activities. At least 685 security personnel lost their lives in 444 different attacks, and the
year was not only marked as the deadliest year for Pakistani security forces but also indicated the
complex and evolving nature of terrorism within the country (Sattar, 2025; Junaidi, 2024; Khan,
2024a; Khan, 2024b).

With the surge of terrorism in Pakistan, the adoption of Al for counterterrorism also gained
momentum. The National Counter Terrorism Authority (NACTA forthwith) initiated training
programs focused on advanced crime analytics and Al models to combat terrorism (NACTA,
2024), to equip analysts with the skills necessary to utilise Al effectively in identifying and
countering extremist threats (UNODC, 2023). However, the implementation of Al-driven
solutions was not without challenges. There was a major issue with technical limitations, e.g., the
requirement of a robust data infrastructure, legal and ethical concerns (Montasari, 2024a)
regarding surveillance and privacy, and financial constraints. These were the major factors that
contributed towards the difficulties towards the effective adoption of Al for counterterrorism
operations in the country (UN Counter-Terrorism Centre & UNICRI, 2020).

The focus of this paper, therefore, is to explore the utilisation of Al-driven predictive
intelligence to boost Pakistan’s struggle with counterterrorism. Further, it analyses various
terrorism threats and challenges that the country is facing in its efforts to counter terrorism. The
comparison with global practices and assessment of Pakistan’s terrorism context helps the study
to provide valuable insights into the effective harnessing of Al for national security and addressing
ethical and operational perspectives.

Research Methodology

A qualitative methodology was adopted to analyse Pakistan’s counterterrorism efforts with
an incorporation of a multi-method approach for this study that included content analysis and case
studies to provide a comprehensive understanding of the research area under consideration. The
research design followed an exploratory and analytical investigation of Al integration into the
country’s counterterrorism strategies through diverse secondary data from open sources. It
analysed reports from the NACTA, FATF, the United Nations Office on Drugs and Crime
(UNODC), and UN Counter-Terrorism Centre & UNICRI, peer-reviewed journal articles and
books on Al, predictive intelligence, and counterterrorism, and reports from credible news
agencies to ensure no bias in findings.*

1 The views and opinions expressed or implied in this article are those of the author and should not be construed as
carrying the official stance of the Pakistan Army, Air Force, Navy, or other agencies or departments of the government
of Pakistan or their international equivalents.
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The study also adopted a case study approach for a comparative analysis of global Al
counterterrorism strategies. In this regard, the case studies of Al use in the United States, China,
and Israel were examined to compare best practices. Moreover, Pakistan-specific case studies of
instances of Al-driven counterterrorism operations in Pakistan were analysed to evaluate their
effectiveness.

The Data was analysed through thematic analysis to identify recurring patterns and trends
in Al-driven counterterrorism efforts. Findings from Pakistan were compared with global best
practices to assess the gaps and opportunities. A SWOT? analysis was used to evaluate Pakistan’s
Al capabilities in counterterrorism. The study acknowledged the limitations of Al-based
counterterrorism, particularly regarding privacy and human rights concerns. Some Al-driven
counterterrorism initiatives in Pakistan may be classified, limiting access to detailed operational
insights. Moreover, since Al adoption in Pakistan’s counterterrorism is relatively recent, limited
quantitative studies were found available. Also, counterterrorism policies are influenced by
geopolitical considerations, making it challenging to assess Al applications in isolation from
broader security dynamics. However, despite these limitations, this methodology ensured a holistic
and evidence-based approach to analysing Al’s role in counterterrorism in Pakistan, offering
insights grounded in academic, policy, and operational perspectives.

Understanding Predictive Intelligence and Al in Counterterrorism:

Al-powered tools such as Facial Recognition, Machine Learning (ML forthwith),
Algorithms, and NLP have enabled security agencies to anticipate terrorist activities, identify
extremist networks, and prevent attacks. By analysing vast datasets from communications,
financial transactions, and social media, Al enhances intelligence efficiency and strategic decision-
making. However, despite its potential, the implementation of Al in counterterrorism faces
significant challenges, including technical limitations, ethical concerns, financial constraints, and
geopolitical dependencies (Montasari, 2024a).

In the modern era, traditional counterterrorism strategies often struggle to keep pace with
the dynamic and decentralised nature of terrorist networks (Wall, 2025). Predictive Intelligence is
probably the greatest benefit of the use of Al for counterterrorism because security forces, with
the help of algorithms, are now able to process vast amounts of data, identify patterns, and predict
potential threats with greater accuracy (Wasil et al., 2024). The key components of predictive
intelligence are 1) Data Collection & Integration, i.e. open-source intelligence (OSINT), classified
government reports, social media monitoring, satellite imagery, and communication intercepts, 2)
Data Processing & Machine Learning, i.e. patterns analyzed by Al-driven models in historical and
real-time data to detect anomalies and predict threats, 3) Pattern Recognition & Anomaly
Detection, i.e. identifying suspicious behavior, unusual transactions, or movements linked to
potential terrorist activities and 4) Automated Decision Support Systems, i.e. seeking insights
through Al tools allowing intelligence agencies proactive counterterrorism measures (Ganor,
2021; Khan et al., 2023; Maguire & Westbrook, 2025). Predictive intelligence reduces reaction

2 Strengths, Weaknesses, Opportunities, and Threats
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time, allowing law enforcement agencies to disrupt attacks before they occur rather than
responding after an incident has already taken place (Wasil et al., 2024).

Al has transformed counterterrorism operations by enhancing the efficiency and accuracy
of threat detection. Unlike traditional intelligence methods, Al can process enormous datasets in
real-time, offering security forces an unparalleled advantage in identifying and neutralising threats
(Wall, 2025). There are several Al-powered technologies used in counterterrorism. The ML
Algorithms system is used to continuously learn from past terrorist attacks and intelligence reports
to refine threat predictions (Mahesh, 2020). NLP is used to analyse extremist propaganda, detect
radicalisation trends, and monitor online recruitment activities (Chowdhury, 2003; Nadkarni et al.,
2011). Facial Recognition & Biometrics systems help track and identify terrorists across borders
(Gates, 2006). Predictive Policing forecasts crime-prone areas and potential terrorist activities
based on historical crime data (Mugari & Obioha, 2021; Agnew, 2016; Salji¢ & Tomi¢, 2024).
The Cyber Threat Intelligence system helps to enhance cybersecurity by detecting and preventing
terrorist cyber-attacks on critical infrastructure (Lee, 2023). The U.S. National Security Agency
(NSA) employs Al-driven predictive intelligence tools to analyse global communication networks
and detect potential terrorist threats. Programs like PRISM and XKeyscore use Al algorithms to
process vast amounts of metadata, allowing security agencies to identify suspicious activities
before an attack occurs (Javed, 2023).

Pakistan has faced persistent threats from terrorist organisations such as the TTP, Al-

Qaeda, ISIS-K, and Baloch separatist groups. In response, the government has begun integrating
Al-driven predictive intelligence into its counterterrorism framework. One of the important Al
systems used in Pakistan was launched by NACTA (NACTA, 2021). This Al-powered
surveillance program helps to track extremist activities online and identify radicalisation trends.
For border security, Al-enhanced surveillance drones and facial recognition systems are being
deployed at sensitive border regions to detect militant infiltrations. Pakistani law enforcement
agencies are using Al-driven cybersecurity measures to combat online terrorist recruitment and
extremist propaganda. However, Al integration in Pakistan’s counterterrorism efforts is still in its
early stages, facing challenges such as limited technical expertise, inadequate infrastructure, and
legal constraints on Al deployment in intelligence operations.

The implementation of Al in counterterrorism offers multiple advantages. It allows security
forces to identify potential threats before they escalate into violent attacks. Real-time intelligence
enables law enforcement agencies to act swiftly against terrorist cells (Tuteja & Marwaha, 2023).
Al-driven analysis reduces Human Error and eliminates bias and fatigue, which can affect human
intelligence officers. Al-powered surveillance improves the monitoring of cross-border terrorist
movements, enhancing border security (Shahzad & Khan, 2024). Lastly, Combating Online
Extremism has become possible through Al algorithms that help to track, flag, and remove terrorist
content from social media platforms (Wall, 2025).

Despite its advantages, the use of Al in predictive intelligence also presents significant
challenges and ethical dilemmas. Al-driven surveillance programs can infringe on civil liberties
and privacy rights, leading to potential misuse by authoritarian regimes. The balance between
national security and individual privacy remains a contentious issue. Al models may also exhibit
bias due to flawed training data, leading to wrongful profiling of individuals or communities
(Wasil et al., 2024). If not properly regulated, Al-based counterterrorism measures can
disproportionately target certain ethnic or religious groups (Akilli, 2024). Al requires high-quality
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data for accurate threat prediction. However, in developing countries like Pakistan, data collection
is often fragmented and unreliable. Limited cyber infrastructure hampers the full deployment of
Al-driven intelligence systems. Financial and technological constraints are the biggest challenge
as Al implementation requires significant investment in infrastructure, expertise, and cybersecurity
measures, which many developing nations struggle to afford. Pakistan faces budgetary constraints
that always hinder large-scale Al adoption in counterterrorism operations.

The Terrorism Landscape in Pakistan:

Pakistan has long grappled with terrorism, facing threats from various militant groups
operating both domestically and across its borders. The country’s strategic location, historical
conflicts, and socio-political dynamics have contributed to the proliferation of extremist
organisations, many of which have global affiliations (Lodhi, 2024). Despite extensive
counterterrorism efforts, Pakistan continues to face evolving security threats, necessitating the
adoption of advanced intelligence solutions, including Al and predictive analytics.

Several militant organisations have been active in Pakistan, each with distinct objectives,
ideological foundations, and operational strategies. The most prominent groups include the TTP,
an umbrella organisation of various militant factions that emerged in 2007. It seeks to overthrow
the Pakistani government and impose its version of Sharia law. The group has carried out high-
profile attacks, including the 2014 Peshawar school massacre, which killed over 140 people,
mostly children (Javed, 2023). In recent years, TTP has regained strength due to the Taliban’s
resurgence in Afghanistan, utilising cross-border sanctuaries for planning attacks in Pakistan
(Junaidi, 2024; Ko & Jilani, 2025). Another organisation, The Islamic State — Khorasan Province
(ISIS-K) is the regional affiliate of ISIS, active in Pakistan and Afghanistan. It primarily targets
Pakistani security forces, religious minorities, and public spaces through suicide bombings and
assassinations. ISIS-K has engaged in deadly rivalries with TTP and the Afghan Taliban, despite
ideological similarities (Ko & Jilani, 2025; Giustozzi, 2022). The group poses an increasing cyber
threat, using online radicalisation to recruit Pakistani youth (Javed, 2023). The Balochistan
Liberation Army (BLA) is a separatist militant group advocating for an independent Balochistan.
It has carried out attacks on Chinese interests, particularly targeting the China-Pakistan Economic
Corridor (CPEC), as well as military installations (Abbas, 2021). BLA operates in small, well-
coordinated cells, using guerrilla warfare tactics against security forces (Lodhi, 2024; Junaidi,
2024). Lashkar-e-Jhangvi (LeJ) is an extremist Sunni militant group responsible for sectarian
violence, particularly against Pakistan’s Shia Muslim population. Other groups, such as Sipah-e-
Sahaba Pakistan (SSP) and Jundullah, also engage in sectarian attacks, increasing inter-communal
tensions (Khan, 2024a; Khan, 2024b; Gul, 2023; Javed, 2023). These groups, though distinct in
their goals, frequently overlap in networks, training, and financing, making counterterrorism
efforts more complex.

Pakistan’s security challenges are exacerbated by both external factors (cross-border
terrorism) and internal radicalisation. The porous Afghanistan-Pakistan border (Durand Line) has
historically served as a haven for militant groups. Following the U.S. withdrawal from Afghanistan
in 2021, Pakistan has witnessed a rise in cross-border terrorist attacks, particularly from TTP and
ISIS-K (Lodhi, 2024). The influence of Indian intelligence agencies, particularly through alleged
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support for Baloch insurgents, has been a point of contention between Pakistan and India (Khan,
2024a; Khan, 2024b; Gul, 2023; Abbas, 2021). Madrassa networks and extremist propaganda
continue to fuel radicalisation, particularly among youth in conflict-prone regions. The rise of
online extremism has enabled groups like I1SIS-K to recruit members through social media and
encrypted messaging apps (Weimann, 2015). Economic instability and lack of education create an
environment where extremist narratives easily take root (Mehdi, 2019).

Pakistan has implemented various counterterrorism strategies, including military
operations and legislative measures. However, traditional methods face significant challenges.
Pakistan has conducted major anti-terror operations, such as Zarb-e-Azb (in 2014) and Radd-ul-
Fasaad (in 2017). While these operations successfully dismantled militant strongholds, groups like
TTP have re-emerged in tribal regions (Javed, 2023). Pakistan’s counterterrorism efforts involve
multiple agencies (ISI, FIA, CTD, NACTA), but lack centralised intelligence-sharing. Delayed
threat assessments often allow militants to evade capture (Shahzad & Khan, 2024). Weak
prosecution and delayed trials result in low conviction rates for arrested terrorists. The Financial
Action Task Force (FATF) has repeatedly flagged Pakistan for weaknesses in anti-money
laundering measures related to terror financing (Lodhi, 2024). Political instability often affects
counterterrorism efforts, as peace talks with militant groups (such as the 2022 TTP negotiations)
have undermined military gains (Junaidi, 2024). Human rights concerns arise from extrajudicial
killings and enforced disappearances, complicating Pakistan’s global counterterrorism image
(Unver, 2024).

Given the evolving nature of terrorism, Pakistan must move beyond traditional
counterterrorism tactics and invest in advanced intelligence solutions to anticipate and prevent
attacks. Al can analyse big data from multiple sources, including social media, satellite imagery,
and financial transactions, to detect terrorist activities before execution (Mir, 2018; Junaidi, 2024).
Facial recognition and biometric tracking can improve counterterrorism surveillance (Giustozzi,
2022). Al-driven tools can detect and block extremist content online, preventing youth
radicalisation (Weimann, 2015). Community-based de-radicalisation programs must be
strengthened to rehabilitate former militants. Pakistan must develop a centralised counterterrorism
database to improve real-time intelligence sharing among security agencies. International
partnerships with China, the U.S., and Middle Eastern allies can provide technical assistance in
intelligence gathering.

Al Applications in Pakistan’s Counterterrorism Efforts:

The adoption of Al-powered surveillance technologies has transformed Pakistani security
forces' monitoring capabilities. Authorities can perform real-time video stream analysis by
combining Al with current Closed-Circuit Television (CCTV) networks, allowing them to quickly
identify suspicious behaviors and individuals. Facial recognition technology, in particular, has
been helpful in cross-referencing camera-captured faces with criminal databases, allowing
offenders to be apprehended quickly. Furthermore, the introduction of Al-equipped drones has
broadened surveillance coverage, particularly in distant or high-risk areas where traditional
monitoring is difficult. These drones can collect high-resolution photos and videos, which Al
algorithms may then analyze to identify strange patterns or motions that may indicate terrorist
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activity. The use of biometric data improves the accuracy of these systems, ensuring that persons
are appropriately identified and followed across several surveillance platforms (NACTA, 2023).

The massive volume of data created daily is both a burden and an opportunity for
counterterrorism activities. Al-powered big data analytics enables the processing and analysis of
enormous datasets to reveal hidden patterns and linkages that could indicate terrorist planning or
operations (Tuteja & Marwaha, 2023). Al systems can detect networks and behaviors associated
with extremist activities by analyzing communication records, financial transactions, and social
media connections. For example, analyzing financial data can identify abnormal transactions that
could point to financing sources for terrorist organizations. Similarly, monitoring social media
platforms enables the discovery of radicalization tendencies and the identification of individuals
who may be vulnerable to extremist views. These findings are invaluable for preemptive responses
and disrupting possible dangers before they occur (Anwar et al., 2020; FATF, 2021).

Predictive modeling uses past data to estimate probable terrorist activity and identify
geographical locations that are more likely to be attacked. Al algorithms use historical data,
socioeconomic indices, and other pertinent variables to provide risk estimates for various places.
This preemptive approach allows security organizations to better deploy resources, focusing on
locations with higher threat levels. By anticipating future hotspots, law enforcement can take
targeted steps such as increased patrols, community involvement initiatives, and fortification of
susceptible areas. This method not only improves the efficiency of counterterrorism operations,
but it also generates a sense of security among the population (McKendrick, 2019).

The spread of extremist content online demands effective procedures for monitoring and
fighting radical narratives. NLP, a subset of Al, plays an important role in this sector by analyzing
textual data to detect and evaluate extremist propaganda. NLP algorithms can search massive
amounts of online content, such as social media posts, forums, and messaging platforms, for
language patterns and keywords related with radicalization.

Once identified, this content can be flagged for further investigation or removed to prevent
the spread of extremist ideologies. Moreover, NLP facilitates the development of counter-
narratives by understanding the linguistic nuances of extremist propaganda, enabling the creation
of targeted messages that resonate with at-risk individuals and communities.

The digital landscape has become a battleground for counterterrorism, with terrorist
organisations exploiting cyberspace for recruitment, communication, and planning (Montasari,
2024b). Al-enhanced cybersecurity measures are essential to detect and neutralise these online
threats. ML algorithms can identify anomalies in network traffic, signalling potential cyber-attacks
or unauthorised access attempts by malicious entities (Weimann, 2015; Brundage et al., 2018).
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Figure 1: Al-generated figure for Pakistan’s Use of AI for Analysing Data Available on the Internet
Socnal Data mﬂm@ o
. |
@ /]

Soelabook * Tmurist

4 P\mmus
/ * faceboos ‘ DAK WABA , = na' Té%?uvslm

" Social Madia @R o
Social Media |1 veor

- Riéifn‘%: Deek
4 & 1es Wowras Wartons
Soc:alJ\ﬂeﬁE Trnuelst > f2 ) AN YY)
irwe | |LANSWAING __ LAYERS Fetural
0 - Tanteceine
z A 4 Pontas = eyt p fputiosivine
° PABPIRS, - i utes
> 0 Bownsi | - ¥ W
H R DE
o 0 DT /y b \% - 3 ~
10 7 9 m«wuw o abastatsy
= E.' DUEDIAL o
(ED | rEirt\r:?rmuuy i, - ERRORSM I Rormance L "
Law Rercrent * SWicso HREHCTLUERES gy
. Boctets Przafcctiv ',, Crpkleumlsg
4 FEITROCGEEINS Tintielcetones BIew

Snes

Hﬁ'&? e

* Counter Intalligance

Furthermore, Al helps to trace terrorist networks' digital traces, disclose their online
infrastructure, and disrupt their operations. By automating the examination of huge cybersecurity
data, Al reduces response times and improves the precision of threat detection, thus defending key
infrastructure and sensitive information from terrorist exploitation (Stanford University, 2024).

While Al offers significant advantages in counterterrorism, its implementation is not
without challenges. Concerns regarding privacy infringement arise from extensive surveillance
and data collection. Ensuring that Al systems operate within the bounds of legal and ethical
standards is paramount to maintaining public trust and upholding civil liberties (Wall, 2025).
Additionally, the effectiveness of Al applications depends on the quality and representativeness of
the data they process. Biases in data can lead to inaccurate predictions and unjust outcomes, such
as the misidentification of individuals or communities as security threats. Therefore, continuous
evaluation and refinement of Al systems are necessary to mitigate these risks and enhance their
reliability (Stanford University, 2024).
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Figure 2: Framework of Al-Driven Internet Data Analysis for Counterterrorism in Pakistan
(Author’s courtesy)
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Case Studies and Real-World Implementations:

NACTA has been at the forefront of Pakistan’s counterterrorism efforts, leveraging Al to
enhance intelligence gathering and threat prediction. NACTA has worked on Al-driven predictive
analytics, monitoring terrorist networks through big data analysis, cyber intelligence, and social
media tracking (Baig, 2024). Al-assisted tools analyse online extremist rhetoric, helping security
agencies track and prevent radicalisation. Furthermore, NACTA has initiated data-sharing
protocols with law enforcement agencies, using ML models to identify high-risk individuals and
locations (Rashid, 2023a). Such Al-powered threat assessment frameworks improve preemptive
actions against terrorist threats.

Pakistan’s ISl and FIA play a critical role in integrating Al into counterterrorism
operations. FIA’s Cyber Crime Wing (CCW) employs Al for digital forensics, monitoring
suspicious financial transactions, and disrupting cyber threats (Bhatti & Shahrukh, 2023). Al-
powered facial recognition systems have been deployed at airports and key security points,
significantly enhancing border security and tracking wanted individuals (Baig, 2024). ISI, known
for its covert intelligence operations, has expanded its capabilities using Al-driven signal
intelligence (SIGINT) and NLP to detect online radicalisation and encrypted terrorist
communications (Rashid, 2024; Shahzad & Khan, 2024). These systems process vast amounts of
intercepted digital communication to identify potential threats before they materialise.

The National Security Agency (NSA) in the United States is one of the most advanced
intelligence bodies utilising Al for predictive counterterrorism. NSA’s Artificial Intelligence and
Data Analytics (AIDA) Division employs machine learning, neural networks, and automated
surveillance to monitor global threats in real time (Rassler, 2021; Zegart, 2022). Through
partnerships with the Department of Homeland Security (DHS) and the FBI, Al models analyse
social media behaviour, biometric data, and communication patterns to preemptively thwart
terrorist plots (Baig, 2024). The U.S. military’s Project Maven is another example of using
computer vision and Al-powered drones to conduct precision strikes against terrorist groups in the
Middle East and South Asia (Pellerin, 2017; Strout, 2022; Rosenberg, 2022). These Al applications
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significantly reduce human error in identifying terrorist targets while ensuring efficient threat
neutralisation.

China has integrated Al-powered facial recognition, biometric tracking, and predictive
policing in the Xinjiang region to counter terrorism threats, particularly against Uyghur separatist
movements (Stark, 2021; Zhao, 2022a). The Integrated Joint Operations Platform (IJOP) processes
real-time data from surveillance cameras, mobile devices, and public transactions to detect
“suspicious” activity (Wright et al., 2023a). While highly effective in crime prediction, China’s
Al-based counterterrorism policies have also been criticised for mass surveillance and human
rights concerns (Stark, 2021; Unver, 2024). The extensive use of Al-driven social credit scoring
and predictive law enforcement raises ethical debates about privacy infringement and over-
policing (Mazzocco, 2022; Wall, 2025).

Israel has pioneered Al-driven intelligence through its Unit 8200, the Israel Defence
Forces’ cyber-intelligence unit. Israeli Al models integrate geospatial intelligence (GEOINT),
drone-based Al tracking, and deep learning algorithms to detect and neutralise terrorist threats.
One of Israel’s notable Al systems is “Gospel”, a predictive intelligence framework that uses big
data analytics and Al-driven behavioural analysis to anticipate terrorist attacks. Another Al
initiative is “The Edge”, a deep learning-powered reconnaissance system that provides real-time
counterterrorism intelligence to field operatives (Tunysova, 2022; Serhan, 2024; Davies &
Abraham, 2025).

There can be several lessons for Pakistan from Global Al Counterterrorism Strategies.
Pakistan can enhance inter-agency Al coordination similar to the NSA-DHS-FBI partnership in
the U.S. Lessons from China’s IJOP can be applied with ethical safeguards to predict terrorist
activities proactively. Adopting Israel’s Al-based military surveillance can improve Pakistan’s
border security operations. ISI and FIA can replicate Unit 8200’s Al-based cyber operations to
counter extremist propaganda online.

Challenges in Al Implementation for Counterterrorism in Pakistan:

The integration of Al in counterterrorism operations presents significant opportunities for
Pakistan. However, several challenges hinder its effective deployment. These obstacles range from
technological limitations and financial constraints to ethical dilemmas and legal ambiguities. This
section explores the key challenges in Al implementation for counterterrorism in Pakistan and
suggests potential solutions.

I.  Limited Al Expertise and Research Capabilities: Pakistan lacks a robust Al research
and development ecosystem, making it difficult to implement cutting-edge Al-driven
counterterrorism tools. Unlike developed nations, Pakistan has limited Al professionals,
cybersecurity experts, and data scientists trained to develop and manage Al-based security
systems (Baig, 2024; Shahzad & Khan, 2024). A notable instance highlighting these
challenges is the 2023 incident involving the sophisticated use of Al-generated deepfake
audio by cybercriminals, bypassing voice authentication systems in several banks. They
successfully exploited Al to impersonate bank officials, leading to unauthorised
transactions of approximately 450M PKR. (Hussain, 2025; Business Recorder, 2023,;
Stratheia, 2025; Pakistan Today, 2025; Jaleel, 2024; Ideal Solutions, 2023).
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I.  Insufficient Computational Power and Data Centers: Pakistan’s technological
infrastructure has limited Al-ready computing power, high-performance computing (HPC),
cloud infrastructure, and advanced algorithms to process vast amounts of intelligence data
(Rashid, 2023a), dedicated Al research labs and secure cloud storage systems which slows
down real-time Al analysis, and prompt detection and counteract of terrorist threats (Bhatti
& Shahrukh, 2023). While initiatives like the National Centre of Artificial Intelligence
(NCAI) and the Sino-Pak Centre for Artificial Intelligence (SPCAI) have been established
to promote Al research, their impact is constrained by limited resources and infrastructure.
For instance, the SPCAI at PAF-IAST is developing a high-performance computing facility
based on NVIDIA Tesla V100 GPU clusters. However, such facilities are exceptions rather
than the norm, and many institutions lack the necessary infrastructure to support advanced
Al research and applications. This disparity hinders the development and deployment of
Al-driven counterterrorism tools across the country (Business Recorder, 2024, PAF-1AST,
n. d.; NCAI, 2022).

iii. Poor Data Collection and Integration: Pakistan suffers from fragmented and
unstructured data collection mechanisms, leading to inconsistent intelligence sharing
between agencies (Hassan et al., 2025), while effective Al-driven counterterrorism depends
on accurate, real-time data from multiple sources.®> Also, the absence of centralised
databases often results in missing terrorism threats and delays responses. The country
established the National Intelligence Fusion and Threat Assessment Centre (NIFTAC
forthwith) in May 2025 under NACTA to centralise intelligence data gathering and threat
analysis through over 50 departments and agencies, federal and provincial. Six Provincial
Intelligence Fusion and Threat Assessment Centres (PIFTACs) support NIFTAC for
seamless information flow and operational consistency across the board. However, the
effectiveness of NIFTAC is hindered because of bureaucratic inefficiencies resulting in a
lack of fostering genuine inter-agency collaboration (NACTA, 2025; NIFTAC, 2025).

iv. High Costs of Al Implementation: Pakistan’s financial constraints and economic
instability challenge the funding for Al-driven counterterrorism initiatives, such as
substantial investment in hardware, software, training, and maintenance. The government
prioritises conventional military and security spending over Al research and cybersecurity
(Hussain, 2025; Abbas, 2021). Despite recognising the potential of Al, Pakistan’s
government has historically prioritised conventional military and security spending over
Al research and cybersecurity initiatives. For instance, the National Artificial Intelligence
Policy, unveiled in 2023, primarily relies on Public Sector Development Programme
(PSDP) funding mechanisms, with IGNITE funding projected to absorb 30% of the budget.
This approach restricts the policy’s scope, compromising its capacity to shape the future of
Al regulation, research, and management in Pakistan (Jahangir, 2023). Furthermore,
Pakistan’s Al research is underfunded and lacks institutional support. Unlike countries like
China, which have invested heavily in Al research and university partnerships, most
Pakistani universities have yet to introduce advanced Al curricula, limiting the talent
pipeline (SDPI, 2024).

v. Dependence on Foreign Technology: Without indigenous Al capabilities, Pakistan

heavily relies on imported Al technologies and surveillance equipment from China, the

US, and other countries (Baig, 2024), raising concerns about data security, cyber

espionage, and operational sovereignty, making the country vulnerable to potential supply

chain disruptions and foreign policy shifts affecting technology access. For example, the
implementation of “Safe City” projects in Pakistan, particularly in Punjab, aimed at

3 e. g. biometric databases, financial transactions, social media, and surveillance footage.
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Vii.

viil.

enhancing urban security, has incorporated Chinese surveillance technologies, including
Al-driven facial recognition systems offering advanced security solutions, but raising
concerns about data privacy and the potential for foreign entities to access sensitive
information. There is always a threat that the integration of foreign systems into critical
infrastructure makes the country vulnerable to cyber espionage risks and limits its control
over national security operations (Baig, 2025; Ahmed, 2025; Editorial, 2024).

Mass Surveillance and Privacy Issues: In Pakistan, there is no clear legal framework
governing Al use in counterterrorism, creating ambiguity about data protection and human
rights (Haque et al., 2023). Pakistan’s current legal landscape lacks robust data protection
laws. The Personal Data Protection Bill, introduced in 2023, aims to regulate the collection,
processing, and use of personal data. However, as of now, it remains unpassed, leaving a
legislative void that fails to safeguard individuals’ privacy rights effectively. This gap
allows for unchecked surveillance and data misuse, as there are no clear guidelines or
oversight mechanisms in place (Ahmad, 2024). Provincial governments have begun
implementing Al technologies for surveillance purposes. For instance, the Punjab
government has deployed an Al-based facial recognition system that captures images and
compares them with a vast database, including records from driving licenses, crime
records, and prison data. Similarly, the Sindh government has initiated Al technology at
toll plazas to monitor and verify number plates and faces in real-time (Dawn News, 2025).
The lack creates ambiguity about data protection and human rights and a risk that Al-
powered mass surveillance systems could be misused by security agencies, leading to
violations of citizens’ rights. The broad and vague provisions in existing laws, such as the
Prevention of Electronic Crimes Act (PECA) 2016, grant extensive surveillance powers to
authorities without adequate oversight (Tech for Humanity Lab, 2025).

Potential for Algorithmic Bias and Misuse: Pakistan faces challenges of biases in data
collection, which may be due to ethnic, religious, or socioeconomic factors, leading to the
misidentification of individuals as threats. In counterterrorism, such biases have resulted
in wrongful arrests, racial profiling, and increased distrust between communities and
security forces (Abbasi, 2024). If Pakistan develops an Al-powered surveillance and
predictive policing system that uses historical data to flag individuals as potential threats,
and this system incorporates data from past arrests, geographical location, religious
affiliations, social media activity, tribal/family associations, etc., many individuals in
areas like FATA,* which were historically conflict zones, may be profiled or detained
during counter-terrorism operations. This, like in the past, may result in false positives,
violation of civil rights and erosion of trust (Scoop News, 2017; Abbasi, 2024).

Lack of Al-Specific Legislation in Pakistan: Pakistan does not have a dedicated Al
governance policy for security and counterterrorism (Hassan et al., 2025). The Prevention
of Electronic Crimes Act (PECA) 2016 covers cybercrimes but does not comprehensively
address AI’s role in law enforcement. Without regulatory clarity, Al implementation risks
misuse, lack of accountability, and human rights violations (Unver, 2024; Agnew, 2016).
PECA 2016 was adopted to combat various types of cybercrime such as unauthorized
access, electronic fraud, and online abuse. However, detractors claim that the law has
confusing and broad clauses that are readily misconstrued and exploited. For example,
Section 34 criminalizes "glorification of an offence or a person convicted of a crime,"
which is overbroad and might be used to target journalists, activists, and regular residents
who express their opinions online. This rule encourages self-censorship and inhibits people
from speaking out on issues of public importance, which violates free expression (Arab

4 now merged with Khyber Pakhtunkhwa
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News Pakistan, 2024). Furthermore, the statute allows law enforcement considerable
authority to investigate and prosecute electronic offenses with no oversight. As a result,
individuals have allegedly been unfairly accused and punished, with PECA being abused
to record false cases against political party personnel as a tactic for silencing opposition
(Daily Times, 2023). In 2025, amendments to PECA were introduced, expanding the law’s
scope to include harsher penalties for what the government considers “fake news” and
increasing state oversight of digital platforms. These changes have been met with criticism
from political parties, journalist bodies, and human rights organisations, who view the
legislation as a tool for suppressing dissent and silencing critical voices (Dawn, 2025). The
amendments also led to the establishment of new regulatory bodies, such as the Social
Media Protection and Regulatory Authority (SMPRA), tasked with monitoring social and
digital media platforms. However, concerns have been raised about the potential for these
bodies to infringe on citizens’ liberties under the pretext of security (Wikipedia
Contributors, 2024; APP, 2025).

Threat of Al-Powered Cyber Attacks: Pakistan’s cyber defence infrastructure remains
weak, making it susceptible to Al-driven cyber warfare (Hussain, 2025). For instance, in
2023, Pakistani banks reported multiple cases where Al-generated deepfake voices were
used to bypass voice authentication systems for high-value transactions. These incidents
led to unauthorised transfers worth Rs450 million before being flagged. Cybercriminals
employed adversarial Al techniques to generate synthetic but realistic transaction patterns,
evading anomaly detection algorithms. Additionally, deepfake-based social engineering
was used to impersonate senior bank executives, authorising fraudulent fund transfers
(Zhao, 2022b; Wright et al., 2023b; Ideal Solutions, 2023; Hussain, 2025).

Risk of Data Breaches and Al Exploitation: Al-powered intelligence systems require
vast amounts of sensitive data, including biometric records, financial transactions, and
classified intelligence. A data breach or cyberattack on Pakistan’s Al-driven intelligence
networks could result in severe national security risks (Zegart, 2022). Without robust
cybersecurity measures, encryption protocols, and Al-specific risk mitigation, Pakistan’s
Al-based counterterrorism infrastructure remains vulnerable. For instance, in 2021,
Pakistan’s National Database and Registration Authority (NADRA) reportedly faced an
attempted cyberattack targeting its biometric data repositories. Although officials claimed
the attack was thwarted, cybersecurity experts raised concerns about the agency’s
preparedness and the lack of end-to-end encryption on certain internal systems. If such a
breach had succeeded, sensitive citizen data could have been compromised, potentially
allowing terrorist organisations or hostile intelligence agencies to spoof identities, evade
surveillance, or target specific individuals using Al-generated counterintelligence tactics
(Khan, 2024; Zegart, 2022).

Lack of Coordination between Security Agencies: Pakistan’s counterterrorism
framework involves multiple agencies, including ISI, FIA, NACTA, and military
intelligence units. However, bureaucratic inefficiencies and interagency rivalries hinder
seamless Al-driven intelligence sharing. A lack of standardised Al protocols results in
duplicated efforts and intelligence gaps, weakening counterterrorism effectiveness
(Rashid, 2023). For instance, after the 2014 Army Public School (APS) attack in Peshawar,
inquiries revealed that various agencies had received fragmented intelligence reports about
a possible large-scale terrorist attack, but the failure to coordinate and share this
information in real-time prevented timely action. NACTA was originally established to
centralise counterterrorism coordination and data fusion, yet it has struggled to assert
authority over other, more powerful institutions like the ISI or military intelligence. These
coordination failures are further exacerbated in the context of Al, where seamless data
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integration is essential for predictive threat modelling and early warning systems. Rashid,
2023b; NCTA, 2021; Dawn News, 2015).

xii.  Political Resistance and Institutional Inertia: For counterterrorism, Pakistan’s
traditional security institutions rely on conventional intelligence methods, and therefore,
Al adoption faces resistance from them. Many policymakers and law enforcement officials
lack awareness of AI’s potential, slowing down its integration. Additionally, concerns
about job displacement and Al replacing human intelligence officers create further
resistance to Al adoption. For instance, while initiatives like the NIFTAC aim to centralise
intelligence sharing and incorporate advanced technologies, the transition has been gradual
due to institutional inertia and a preference for established practices. Additionally, concerns
about job displacement and the potential of Al systems to undermine the roles of human
intelligence officers contribute to the reluctance to embrace Al-driven solutions (Mugari,
2025; Gates, 2006; NCTA, n.d.).

Recommended Framework for Pakistan’s Use of Al in Predictive Intelligence for
Counterterrorism:

Pakistan must invest in developing Al research centres, collaborating with universities, and
training security personnel, but for that purpose, there is a need to strengthen Al infrastructure,
establish national databases and high-performance computing centres, and secure cloud networks
for real-time counterterrorism operations. Moreover, Al-specific legal frameworks and
governance laws are required to be formulated for mass surveillance, data protection, and
accountability to protect human rights. Also, enhanced cybersecurity measures and Al-driven
cybersecurity solutions, regular risk assessments, and encryption protocols must be developed and
employed to safeguard intelligence data. An interagency Al collaboration may prove beneficial in
establishing standardised Al data-sharing protocols between ISI, FIA, and NACTA. Moreover,
public-private partnerships need to be encouraged with tech firms, Al startups, and international
cybersecurity agencies to develop indigenous Al solutions for counterterrorism.

Possibly, a several-stage Strategic Framework can be devised and implemented in Pakistan.
The very first stage is Data Collection & Integration, in which the country needs to establish a
National Al-Driven Counterterrorism Data Hub for real-time intelligence sharing. The very first
step will be to integrate structured (databases, criminal records) and unstructured (social media,
surveillance footage, financial transactions) data sources and then implement cross-agency
collaboration between NACTA, ISI, FIA, and law enforcement agencies.

The next stage, named Al-Driven Threat Identification & Predictive Analytics, would use
Machine Learning (ML) models that would analyse behaviour patterns and detect anomalies to
score any possible risk. After that, the NLP would be used to detect extremist narratives in digital
communications. Once done, developed predictive models would assess the likelihood of terrorist
attacks similar to past patterns.

Surveillance & Intelligence Automation may be the third stage of this framework, which
will utilise computer vision and Al-powered facial recognition to identify high-risk individuals,
then integrate drone-based Al surveillance for real-time monitoring of conflict zones, and finally,
will leverage automated sentiment analysis to track radicalisation trends online.
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Ethical & Legal Considerations may be the fourth stage to develop clear guidelines on Al
usage, ensuring compliance with the legal framework and international human rights standards.
The establishment of an Al Ethics Oversight Board for transparency and accountability will further
ensure data privacy and protection, eliminating any possible misuse against non-threat individuals.
To train law enforcement and counterterrorism agencies of Pakistan in Al-based intelligence
systems and to foster public-private partnerships with universities and research institutions, the
fifth stage, Capacity Building & Technological Advancement, will work. However, the country
must invest in homegrown Al development to lessen reliance on foreign technologies.

The third level is Cybersecurity & Al Defence against Cyber-Terrorism, which includes
Al-based threat detection to combat cyber-terrorism and enhanced digital forensics to trace down
and dismantle online terrorist networks. Additionally, blockchain technology has the potential to
protect data transmission in intelligence operations.

Table 1: Suggested Roadmap for the Framework for Pakistan’s Use of Al in Predictive Intelligence for
Counterterrorism

S No. Phases Key Actions Time Frame
Al Policy & Legal Establish a national Al strategy for counterterrorism,
1. . 6-12 months
Framework and draft Al legal regulations.
2 Al Infrastructure Create a centralised Al-powered counterterrorism 1-2 vears
' Development data hub and integrate national security databases. y

Implement predictive intelligence models and launch

3 Al Deployment & Testing Al-driven surveillance pilots. 2-3 years
n Nationwide Integration Full—s_,cale deployment across law enforcement and 3-5 years
intelligence agencies.
Conclusion

The incorporation of artificial intelligence (Al) into counterterrorism activities has the
potential to dramatically improve Pakistan's ability to combat emerging security challenges.
Despite these advances, Pakistan faces significant obstacles in properly adopting Al-driven
counterterrorism tactics. These include technology and infrastructure limits, financial restraints,
ethical problems, cybersecurity flaws, and bureaucratic inefficiencies. The absence of Al-specific
regulatory frameworks and interagency coordination complicates Al adoption in security
operations. Nonetheless, with strategic investments in Al infrastructure, human resource
development, and policy reforms, Pakistan can fully realize the potential of Al to improve national
security while adhering to democratic ideals.

Al's capabilities go beyond reactive counterterrorism measures and into proactive threat
reduction, making it a critical tool for future security frameworks. Several major areas show how
Al has transformed Pakistan's counterterrorism efforts. If Pakistan efficiently implements and
integrates Al-driven counterterrorism techniques, it will be able to greatly improve information
collecting, security reaction times, and operational efficiency, therefore reducing terrorist risks.

While Al provides exceptional prospects for counterterrorism, its use must be calibrated

with ethical considerations, civil liberties, and human rights protections. Mass surveillance, data
privacy problems, algorithmic bias, and the possibility of misusing Al-driven intelligence present
severe ethical quandaries. If artificial intelligence is not adequately regulated, it may result in
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excessive government surveillance, false arrests, and infringement of private rights. To strike a
balance between security and ethics, Pakistan must: 1) develop clear Al governance legislation to
establish rigorous legal frameworks to oversee Al use in security while assuring data protection
and transparency, 2) Implement Al oversight procedures by introducing independent monitoring
bodies to avoid exploitation of Al-driven surveillance and hold security services accountable, 3)
Ensure algorithmic fairness by training Al models on unbiased data to avoid racial, religious, or
ethnic profiling in counterterrorism operations, 4) Increase public trust and openness by including
civil society, legal experts, and human rights organizations to ensure Al is used responsibly and 5)
Invest in Al education and awareness, which means training security professionals in ethical Al
use and educating policymakers about Al's potential hazards and benefits.

Al has the ability to transform Pakistan's counterterrorism efforts by increasing intelligence
skills, security infrastructure, and threat detection. To fully reap the benefits of Al, Pakistan must
overcome financial, technological, legal, and ethical barriers through strategic reforms, investment
in Al research, and interagency collaboration. The future of Al in Pakistan's counterterrorism
operations depends on how well the government integrates Al-driven solutions while maintaining
ethical standards. If properly applied, Al can be a strong force multiplier in Pakistan's fight against
terrorism, assuring national security, stability, and long-term peace.
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